Third-Party Contractors

District Responsibilities

The District will ensure that whenever it enters into a contract or other written agreement with a third-party contractor
under which the third-party contractor will receive student data or teacher or principal data from the District, the
contract or written agreement will include provisions requiring that confidentiality of shared student data or teacher or
principal data be maintained in accordance with law, regulation, and District policy.

In addition, the District will ensure that the contract or written agreement includes the third-party contractor's data
privacy and security plan that has been accepted by the District.

The third-party contractor's data privacy and security plan must, at a minimum:

a. Outline how the third-party contractor will implement all state, federal, and local data privacy and security
contract requirements over the life of the contract, consistent with District policy;

b. Specify the administrative, operational, and technical safeguards and practices the third-party contractor has in
place to protect PII that it will receive under the contract;

c. Demonstrate that the third-party contractor complies with the requirements of 8 NYCRR Section 121.3(c);
d. Specify how officers or employees of the third-party contractor and its assignees who have access to student
data or teacher or principal data receive or will receive training on the laws governing confidentiality of this

data prior to receiving access;

e. Specify if the third-party contractor will utilize subcontractors and how it will manage those relationships and
contracts to ensure PII is protected;

f.  Specify how the third-party contractor will manage data privacy and security incidents that implicate PII
including specifying any plans to identify breaches and unauthorized disclosures, and to promptly notify the
District;

g. Describe whether, how, and when data will be returned to the District, transitioned to a successor contractor, at
the District's option and direction, deleted or destroyed by the third-party contractor when the contract is

terminated or expires; and

h. Include a signed copy of the Parents' Bill of Rights for Data Privacy and Security.

Third-Party Contractor Responsibilities

Each third-party contractor, that enters into a contract or other written agreement with the District under which the
third-party contractor will receive student data or teacher or principal data from the District, is required to:

a. Adopt technologies, safeguards, and practices that align with the NIST Cybersecurity Framework;
b. Comply with District policy and Education Law Section 2-d and its implementing regulations;

c. Limit internal access to PII to only those employees or subcontractors that have legitimate educational interests
(i.e., they need access to provide the contracted services);

d. Notuse the PII for any purpose not explicitly authorized in its contract;

e. Notdisclose any PII to any other party without the prior written consent of the parent or eligible student:
1. Except for authorized representatives of the third-party contractor such as a subcontractor or assignee
to the extent they are carrying out the contract and in compliance with law, regulation, and its contract
with the District; or

2. Unless required by law or court order and the third-party contractor provides a notice of the
disclosure to NYSED, the Board, or the institution that provided the information no later than the time



the information is disclosed, unless providing notice of the disclosure is expressly prohibited by law or
court order;

f.  Maintain reasonable administrative, technical, and physical safeguards to protect the security, confidentiality,
and integrity of PII in its custody;

g. Use encryption to protect PII in its custody while in motion or at rest; and

h. Notsell PII nor use or disclose it for any marketing or commercial purpose or facilitate its use or disclosure by
any other party for any marketing or commercial purpose or permit another party to do so.

Where a third-party contractor engages a subcontractor to perform its contractual obligations, the data protection
obligations imposed on the third-party contractor by law and contract apply to the subcontractor.

Cooperative Educational Services through a BOCES

The District may not be required to enter into a separate contract or data sharing and confidentiality agreement with a
third-party contractor that will receive student data or teacher or principal data from the District under all circumstances.

For example, the District may not need its own contract or agreement where:

a. Ithas entered into a cooperative educational service agreement (CoSer) with a BOCES that includes use of a
third-party contractor's product or service; and

b. That BOCES has entered into a contract or data sharing and confidentiality agreement with the third-party
contractor, pursuant to Education Law Section 2-d and its implementing regulations, that is applicable to the
District's use of the product or service under that CoSer.

To meet its obligations whenever student data or teacher or principal data from the District is received by a third-party
contractor pursuant to a CoSer, the District will consult with the BOCES to, among other things:

a. Ensure there is a contract or data sharing and confidentiality agreement pursuant to Education Law Section 2-d
and its implementing regulations in place that would specifically govern the District's use of a third-party
contractor's product or service under a particular CoSer;

b. Determine procedures for including supplemental information about any applicable contracts or data sharing
and confidentiality agreements that a BOCES has entered into with a third-party contractor in its Parents' Bill of
Rights for Data Privacy and Security;

c. Ensure appropriate notification is provided to affected parents, eligible students, teachers, and/or principals
about any breach or unauthorized release of PII that a third-party contractor has received from the District
pursuant to a BOCES contract; and

d. Coordinate reporting to the Chief Privacy Officer to avoid duplication in the event the District receives

information directly from a third-party contractor about a breach or unauthorized release of PII that the third-
party contractor received from the District pursuant to a BOCES contract.

Click-Wrap Agreements

Periodically, District staff may wish to use software, applications, or other technologies in which the user must "click" a
button or box to agree to certain online terms of service prior to using the software, application, or other technology.
These are known as "click-wrap agreements” and are considered legally binding "contracts or other written agreements”
under Education Law Section 2-d and its implementing regulations.

District staff are prohibited from using software, applications, or other technologies pursuant to a click-wrap agreement
in which the third-party contractor receives student data or teacher or principal data from the District unless they have
received prior approval from the District's Data Privacy Officer or designee.

The District will develop and implement procedures requiring prior review and approval for staff use of any software,
applications, or other technologies pursuant to click-wrap agreements.






